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STAMP Modeling and STPA Analysis for Complex Tasks of Integrated
Fire, Flying and Propulsion Control Systems

Hu Jianbo, Zheng Lei
(College of Material Management and Safety Engineering, Air Force Engineering University, Xi’an 710051, China)

Abstract; With the system’s complexity increasing, the accidents caused by human errors are increasing, Tradi-
tional analysis methods, such as FTA(Fault Tree Analysis) and FMEA (Failure Mode and Effects Analysis)
that based on the linear chain of events, can not identify the system risks caused by human errors. So the sys-
tem-theoretic process analysis method is used to identify the potential risks of the combat aircraft’s integrated
fire, flying and propulsion control(IFFPC) system caused by human errors, Firstly, a STAMP model of the
combat aircraft’s IFFPC system is established, then the STPA analysis model of the combat aircraft’s IFFPC
system is built. In the end, according to the five kinds factors of failed mission, the risk factors of the combat
aircraft’s IFFPC system’s unsafe control action(UCA)are identified. The result shows that, the STPA method
makes up for the weaknesses of traditional analysis methods, and effectively solves the problem that the tradi-
tional analysis methods, such as FTA and FMEA based on the linear chain of events, can not identify the sys-
tem risks caused by human errors., The method laid a solid foundation for the further safety analysis.
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Fig. 1 Hierarchical control model of IFFPC system
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Fig. 2 STPA analysis of the manual controller
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3 IFFPC #J STPA #3471

3.1 EXSE

STPACGRGH ST B IO B —F BT
STAMP FEH#E A M R # 5 i, B—F M &
ATHRAATIEIE BMIRTUSRUTHE
X REERY IS

D HEESTHERR BN 7 E 251
HEHBRERARERY, AT STPA 44472
AL BRI SLFERNAAL EHERMKEN

(2) B ARG REWER . B E 021

HMFEGHEE, LRI TR H 4, BB 44
zn%%%\mm%%\,UREP%J%%\#L%%%\%
TR AR A X 2 4 AR B A ) I

Q) RABENARLZLERMERH: KB
STAMP H 5 LR KRR L 2B R A S8 —
MREMTEXERRE BN E IR L &8
HVER .

L) HEREWERMAR RBIORINNE
Bt EER . RBRRITAMAFT AL &M
BERMAR.

) HEBMBERRERFEAMNRENE
Y E S e e e oL R e N R
AEBEHREARE KR Z2MARNKEE
FEERERFENINEEE.

XFEXBEL#ENT STAMP A, 3 H
STPAERETREHIN  HARFRL &H
Bt TRAMPFAB RELHERMARKH
B, TXBEUERIEERERBERBE R
HRBEE T, KERGCERAFBIEERHIE
55 SRR > 43 B I 5% BRUR Xt T B R 1A BB 4 ok 4 A
UCA,#iRFI8 N UCA FEEXE.

3.2 Bl&£%%H UCARR

3.2.1 ABRREZFBK

% STAMP A, HAEFHR CILERR
HEIR BAine B & &5 &M, FB KBRS 0415
AN KREWEIEE P ONFT . MAELZRSE
R SBRFHCTERERNEZRRAME 15 B
R, A, BEFTEZER=Z4RE, B PSICR
FE&M PS2Ck I A A PSICEHMEAD ,



®3H HISIB S LKA K/ VIR EH RER R ES K STAMP 28f1 STPA 447 313

FBNEZE PSP RIEZE PSWE L . 3.2.2 UCA
Bl ERSERERR 4, %R IFFPC

£1 TBRREEK , A \ 3
Tabel 1 Process state level FH S AR 5 PR DL Zﬁﬂj UCA. Prifs R MR
SFREE) UCA I3 2 s .
=03 ® B
wE L R 544 2. 4R 3.AEEER R 2 RMEXRK UCA
ps WEBRAHE IHRANT BERAEE Tabel 2 Corresponding UCA of the failure source
L 1 WHLEEA (/) 3.1 Bor BB R UCA
L2 ®ITBHBEY/N)
= o Y/N) % % B % £ (PSL) A /2 Bt , 7F 4 IFFPC
L3kfTREN/ND) B’ &
1. 4 BEHHLHEH Y/ 8.2 R F4h IFFPC 48497 (PS2) AW R, Ff# IFFPC
1.5 KHLIRABE S (Y/ND) /N %455 2 (PSD) R HY , F #f IFFPC
% PS1 AE@ERT, 4k [FFPC
BARRPSHBARMEARS HERE AT e e 1

=i AW R IFFPC Y, 4k 42 IFFPC

AR, REYSEE PSS BRAK & HEEE
s A REIF I S Ak 2% IFFPC, HEM—PHEPS 3 3 a8 ycA g EEE SRS

HABRREARWE, MARETF s e 4k & IFFPC. £
il — &2 PSS BRES RA KX B H 82 PS i R ERARER . HEIBREZKERY

RS RN A <R . B s - BB AT 45 R gk 3 Bw .

R3 ARAFRERSTER

Tabel 3 Five different factors’ analysis results

AEAREENANER
ypy OFEFERE
'omoouea RIBEF g%ii%%*Wﬁ @OFBRRERBIRE GOIBRBERAF K. (LDOEREF GOFEHE
3 x, ‘ % 5
BARB G L KR Rk REMW &3 R
K.
PST B {E M — 2 B M
M E B
B ARWE
— AR
PS1 W 2T — % HiE, BB PS1 i

—AERBERR A IETRRT &R
—BREBYHREAR AW EREELN

i B A K
e —REFEEPSL A —RWRERERE PSL & R,
K;‘;?ﬁ IFFPC, BAE EREERS. AEHE R A
pra o AW PS2; PS2 mFEMY /By SRR PS2 A Rk, SEMEBHRT
wax = S — R ERSR R — B REA U, —PSIHE.%FE ram IFFPC 7 # Al
pagy TSVESS TR _weapemumtEn WA RGNS AWR pss g, TG A
% BEH R EEE, —PS2 Wi R ,ER b RO AL, H AT
ymg 2% BX  _xmay — BB, AWR & REA KR
Giom LTTO RN —PSIMRE.EFL femmym  MEARRZD
- RN PSs. AR WENE X — FEA
ER® o by ~RERKERE  PS3 il
B B po/pss — BT — RAWE] oyt
Bz, 1] 4 37 —BERER, 25 4
—HEFE SHPSS  EEAERREN
EWMAE EFE
— ER W A
PS1.PS2.PS3 #HEFJE . sty
— ER A A
BEREEES

PS1.PS2.PS3 #ETJ& .




314 METEAR

B1%

E-REHFEREER., TEXRAERBERES
BRAEH BR.XEERSBRZANTER
HMFEHR . S E R ERE PSL, H AR B K E
— R B CHLERS M ARE RS B AT RN IE 33t
T SR BCA 7R 38 Y B IR YRR, 9 BRI RSB
REWBE BB B RS =4 R, IFFPC £ MR &
4=, kX PS1 HREREHS
BERIATE. R XAR B S TE PS2 f1 PS3 &
HHBESBRBZMKESBRELE. Ai—
R BE BREE R £ 4 F PS1.PS2 i PS3 &4
BEABREBEMME  XESIFEERNEN
BAEIRRE. FEREWITHEXMTFRXRER
JEEEEF RRAE BN IEH 45 1R DA
30 B T REME B ZFF B S B ER
HAREE R Ag . Blan, X PS2 e 4453
WA HR PSI RS &AW R, R PS3 iz
BRI A B, W7 B AR E#H T RS
/4,

EoREHFEREER. TEHBTEREN
MIENEEREHBREIBONER. XXFEE
ERAMBRTHE - RERERNSTER, A
HEXHNEEIBREMNKEIBREBE. Hlw,
E—PS1 EIBRREWREEF RN HNE
ARRAEHRIREBEAEH  BRSERKE
MERN, BB RELSBERBI R EH R E PR
M. P XRFERER ARNZ WSS
B R AT R 5HE B IE# 58 #1707, oo H
R EH 5 B3R REREAT A R 0T, 0 SR 2w %
HEBAEHX - FEEER, MNATRESSFE T
RO BRE R B4R, B T BUE R TR IR e 8k &
IFFPC,

EERERFEREE. IRFHEREER
BT RAT G4 1R B R R R BT A R
RAFUEHMHERER, XREHERERLEZD
BESBRENHEEAF L, FERIAE T AR
BERASEBNER, Y RITANERSERRE
R HEFHER ., FENZEWIT TR
XA TBES RS EHEHRRETE M
A8 MAN R 3 HFHZMBERIEEE R AR E
B EM—MNERESERRERF  BESFH
., ESREHRERITP HTERNEEER
SEBHRL, 5REBE K R SR RBRIE

N BB, R R AE 5 3 2R G0 52 P IR 25 Y 28 A
REST > AT B> AR S8R IR SR K 2t

FHUREHFRER. XRFHERERE
B RS TR R WERREFMRE
FRHEE R T RARK S LB AL,
RRGEREAALERERE EZRH TREH
B, W 3k AR 48 02 B4 IR AT A B AR A
Wo BRMEEM 7 DA R DX s
RERESENER ERETHE, X HEFE
HEHHERRZ—,

FEREHERER. ZRFHRERERE
B TRAE YN IT R4S IFFPC, [ i &
B BRI — RS, X TR A
BB, R i T4 IR R BHE B BB WIT R
SEIRERAE, W AR R I B 2o 17 05 B BEAT 20 #T 5
IR RBHE BIES Bl TREMTHGE B R
M REE T REREE RN E 2R T
W A REZEAT A DL 9 0BT

ERGHRERESRRERERBE RN &
MEANEREIMEX. A FELEE,. AHER
AAZEUMBRKTE ARG, MEZETREK
STPA #HI#EY , X PR B I 4 5K B 2R 4T B
HACBY SR, AR/ O/ ER R R ARRE .
REFRHEE ET X REEEMANZETENE
BRREHEST T A TSGR ER . ARWAN &
RENRZHRIBR, TRA B EAZE 0 RK
JRH . SERKE W B, AR A
B T5 R e 2 B A O B R BT R B SO R A e 22
SEE R R Rk AL TEBCHE K/ R/ R R RS
B AANZEETERALFREX.

4 & it

(D AN ARETREERI BB 5
BEAMMER TSN FTA.FMEA £ T4 #
EHEERNZ 200 T A RER R A
Sk fE B B R B o) B, 3 A3 1 AR KL IFFPC R4
STAMP # % & STPA 47 ik, 4 & IFFPC &
G =M RERA R MR T ATIERSEE
WHEREHREREER,

) 5EGREWST TR BATNE
RAETREFEFASEEANHECHBEZBIET
RO R R A, FEXER SR B



%33

HISIB S LKA K/ VIR EH RER R ES K STAMP 28f1 STPA 447 315

B fE R R B R AT 8, R R Rk, HE
HLE A0 PR AR B9 1 30T A R R AT 55 B 52 8 DR b
THEREZEWI T ITEFENEE, A EH ALE
RMHERRARN L2 FRET —FHK

IEEEJI‘%O
SE X
(1] RE®, HA%, £8. ARRLOT RN LLERREL]

(2]

(3]

[4]

[5]

[6]

71

L8l

PEEEEFEREREAR, 2006, 2(3): 64-67,

Qin Yanlei, Lu Yushi, Wang Juan. Contrast research of
system safety analysis methods[J]. Journal of Safety Sci-
ence and Technology, 2006, 2(3): 64-67. (in Chinese)
Kaiser J, Vernaleken C. Civil aviation[ M]. Berlin: Spring-
er Berlin Heidelberg, 2013;: 135-158.

Selles ] W. Crashed during approach, Boeing 737-800, near
amsterdam schiphol airport[EB/OL]. (2009-02-25) [2016-
04-19]. http: // catsr. ite. gmu. edu/SYST460/TA1951_Ac-
cidentReport. pdf.

Boyd J R. The essence of winning and losing [ EB/OL].
(2010-08-10) [2016-04-19]. https; // www. researchgat-e.
net/publication/247868527_The_Essence_of Winning_and_
Losing.

Rasmussen J. Skills, rules, and knowledge: signals, signs,
and symbols, and other distinctions in human performance
models[J]. IEEE Transactions on Systems, Man and Cy-
bernetics, 1983, 13(3).: 257-266.

Cameron L T. Extending the human-controller methodolo-
gy in systems-theoretic process analysis(STPA)[D]. Cam-
bridge: MIT, 2014.

Nancy G Leveson. Engineering a safer world: systems
thinking applied to safety[D]. Cambridge: MIT, 2012.
XA, FHAME, KE2, . T STAMP BK& IR
KREBKMBEHRAEREESN]. PEREETHE
AR, 2014, 10(5): 78-83.

Liu Jie, Yang Xiaohua, Yu Tonglan, et al. Safety analysis

L9]

[10]

[11]

[12]

[13]

on control system for water level of steam generator in nu-
clear power plant based on STAMP model[J]. Journal of
Safety Science and Technology, 2014, 10(5). 78-83. (in
Chinese)

Nancy G Leveson. A new accident model for engineering sa-
fer systems[J]. Safety Science, 2004, 42(4): 237-270.
Mz, HWelgk. EF STAMP/STPARNBHMERAR S
HEAHTLI/OL]. iz 2%, http: / www. cnki. net/kems/
detail/11. 1929. V. 20160606, 1616. 008. html.

Zheng Lei, Hu Jianbo. Safety analysis of wheel brake sys-
tem based on STAMP/STPA[J/OL]. Acta Aeronautica et
Astronautica Sinica, http; / www. cnki. net/kcms/detail/
11.1929. V. 20160606, 1616, 008. html. (in Chinese)
AN, KIGY, WERE. K/ K/ BEFBENREREGE
FEBFELI] ©AT A%, 2007, 25(1) . 30-33.

Song Shujie, Zhang Yizhe, Deng Jianhua. Study on an inte-
grated fire/flight/propulsion control system and its digital
simulation/design plaform[]J]. Flight Dynamics, 2007, 25
(1): 30-33. (in Chinese)

HHRYE. kAT R EN ARG EWRID]. BR: A
JE Tk X%, 2001.

Zhang Yizhe. Study of integrated flight/fire/propulsion
control system[D]. Xi’an: Northwestern Polytechnical U-
niversity, 2001. (in Chinese)

Nancy G Leveson. An STPA primer[ EB/OL]. (2013-08-
01)[2016-04-19]. http: // sunnyday. mit. edu/STPA-Prim-
er-v0. pdf.

EEE -

WK A965—), B, B, #R. FEMAF A SHEHE

WHNA.ZEBEIR. FERALE.

B EAWT.B.BIWAL. FEWATH . EL&HET

BOTHRE M E RS RIE.

(%4 B Hig)





